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Abstract

This white paper, targetedat cryptographersandsecurityexperts,offersa de-
tailed look at theentities,protocols,andsystemsthatmake up theFreedomNet-
work. In addition,it addsa greatdealof mathematicalandimplementationdetail,
with theintentof allowing andencouragingexternalcryptanalysisof thesystem.

1 Intr oduction

1.1 This paper

TheFreedomproductline is designedto bethemostintegrated,strongestandeasiest-
to-useprivacy systemavailable. This white papergives the technicalreadera deep
understandingof eachcomponent,andof the systemasa whole. This papercanbe
readon its own, or in conjunctionwith “Freedom1.0SecurityIssuesandAnalysis”.

This paperis intendedto explain exactly how theFreedomNetwork works,andto
containsufficient informationto constructa Freedomcompatibleclientor server. This
paperexists in two versions,onewith the protocol detailsand the math (“Freedom
Network 1.0 ArchitectureandProtocols”),andonewithout (“FreedomNetwork 1.0
Architecture”). We have publishedthe paperin this way to betterserve the intended
readersof eachversion. This is theversionwith theprotocoldetails.

We startby introducingthe entitiesthat make up the Freedomnetwork. We then
explain thedatabasesthat thevariousentitiesin thenetwork use,andthenhow those
entitiescommunicate,startingwith AIP to AIP communication,and building from
thereto client-AIPcommunication,thetelescopeencryptionprotocols,andtheway IP,
UDPandTCParehandledasthey traversetheInternet.Weconcludeby examiningthe
applicationlayerhandlingfor theprotocolsthatFreedomsupports.

This paperconcentrateson the protocolsasthey exist today. Therearea number
of known issueswhich we will beaddressingover time. Thoseissuesarenot always
notedhere. The currentversionof “Freedom1.0 SecurityIssuesandAnalysis” will
alwayslist thoseissuesthatareknown to exist from asecurityor privacy standpoint.
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1.2 Freedomoverview

The Freedomnetwork is an overlay network which runs on top of the Internet. It
useslayersof encryptionto allow a Freedomend-userto engagein a wide varietyof
pseudonymousactivity by hiding the user’s real IP address,email address,andother
identifying informationfrom counter-parties,eavesdroppers,andactiveattemptsto vi-
olatetheuser’sprivacy.

Usersareencouragedto createpsuedonyms for eachareain which they want to
preserve privacy. Thenymsthatsomeoneusescannotbetied together. Thus,it is not
possibleto say if superman@freedom.net and clarkkent@freedom.net
arethe same,or differentpeople. Supermanis happy with this situationbecausehe
doesn’t want his supervillianenemiesto know abouthis life. Similarly, whenjob-
seeker@freedom.net browsesa resumeweb site, his employer can’t seethat
Clark isn’t happy with theworking conditionsat theDaily Planet,andwantsto jump
into anotherline of work.

FreedomprotectsClark’sprivacy by proxyingthevarioussupportedprotocols,and
sendingthoseproxiedpacketsthrougha privatenetwork beforethey aredepositedon
theInternetfor normalservice.Thatprivatenetwork, asa system,is operatedby Zero
Knowledge. Individual nodesin the network are operatedby Zero Knowledgeand
our partners,so thatno singleoperatorhascomprehensive knowledgeof whatdatais
flowing throughthenetwork.

Thus,themaincomponentsof thesystemarepseudonyms(or nyms)andFreedom
Servers.In thenext section,we offer precisedefinitionsof theseandotherentities.

2 Entities

2.1 Nyms

NymsaretheidentitiesthatFreedomusersassumeontheInternet.A nym is definedby
a uniqueemailaddressat Freedom.net,andtheassociateddigital signaturekey. Zero
Knowledgecertifiesonly the uniquenessof the email address.A nym hasan email
address,asigningkey, anencryptionkey, andzeroor morereplyblocks.Replyblocks
aredefinedin moredepthin section10, below. A nym is createdwhena usersends
a nym creationtoken,a signatureverificationkey andanencryptionpublic key to the
nym server. Thisprocessis detailedin the“UntraceableNym CreationontheFreedom
Network” whitepaper.

Nym signaturekeys are1024bit DSA keys. They aresignedby the nym server
signaturekey (seesection2.5, below). Nym encryptionkeys are1024bit El Gamal
keys,which havebeensignedby thenym’ssignaturekey. (Unlessotherwisenoted,all
signaturekeysare1024bit DSA, andall encryptionkeysare1024bit ElGamal.

2.2 Client

Theclient is asoftwarepackage,currentlyprovidedby ZeroKnowledge,whichimple-
mentsa varietyof securityactivities on behalfof theuser. It has,hardwiredinto it, a
Mastercryptographickey which is usedto authenticateall componentsof thesystem.
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Figure1: TheFreedomNetwork

In addition, the client is designedto provide the userwith trustworthy securitypro-
tectionagainstmaliciousFreedomNetwork nodes,insofar asthat is reasonable.For
example,it is notreasonableto expectthattheclientcanoffer protectionagainstafully
compromisednetwork. However, muchnetwork informationis deliveredto theclient
so it canmake decisionsaboutwhich nodesin the network to use,ratherthantrust-
ing thenetwork to decidewhich nodesconstituteanappropriatepath.This decisionis
drivenby a possibletensionbetweendefinitionsof “appropriate”usedby theenduser
andthenetwork operators.

Theclienthasnoprivatekeysseparatefrom thoseof thenymswhichuseit. It ships
with thepublic parametersof theFreedomMasterkey hardcodedinto it, aswell asa
pre-loadedcacheof serverpublic keys.

2.3 AIP

The AnonymousInternetProxies(AIPs) are the corenetwork privacy daemonsthat
makeuptheFreedomnetwork. They passencapsulatednetworkpacketsbetweenthem-
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selvesuntil they reachanexit node.Theexit nodehasa “wormhole”which actsasa
proxy, allowing packetsto passbetweentheInternetandtheFreedomNetwork.

The wormholeactsmuchlike a traditionalnetwork addresstranslator, with addi-
tionalproxyfunctionalityto only allow well-formedpacketsto acceptableserverports.

An AIP hasa signaturekey which is certified by the Monthly key after an out-
of-bandconfirmationprocesswith the server operator. It alsohasan encryptionkey,
which is signedby its signaturekey.

2.4 MAIP and FMG

TheMail AIP (MAIP) is amail transportdaemonthatworkswith replyblocksto move
mail throughtheFreedomNetwork. It usestheAnonymousMail TransferProtocolto
move messages.AMTP maybedescribedin a forthcomingwhite paper, or it maybe
replaced,andthereplacementpublished.

WhentheFMG-MAIP receivesa messagethat is destinedfor a non-Freedomad-
dress,it appliessomesecurityandspam-preventiontechniques,suchasensuringthat
the messageis properly signedby the nym, and that the nym is not trying to send
out too many messagesat once.It thenformatsthemessageasa MIME-encapsulated
email,andsendsit to thedestinationaddress.

Incomingmail from theInternet,destinedfor anym, is receivedby aFreedomMail
Gateway (FMG-MAIP), which sitsbehindanSMTPserver. Themessageis encrypted
andchainedusingeachof a nym’s reply blocks(morethanonereply block may be
usedto avoid reliability problemsshoulda Freedomserver crash). This meansthat
multipleencryptedcopiesof amessagemaybedeliveredto auser’s(real)mailbox,but
theclient softwarehidesthis factfrom theuser, andautomaticallydeletesduplicates.

2.5 Databases

Therearea numberof supportdatabaseswhich help make the FreedomNetwork a
completeoperationalsystem.Thesedatabases,collectively referredto asthecoreser-
vices,offer network statusandcryptokeysandcertificates.

Network Inf ormation Query and StatusServers (NIQS, NISS) Theseservershold
the network topology, status,ratingsinformationandsomeoperatordata. The
NIQS is a read-onlyserverwhich servesup thedigestedinformation.TheNISS
receivesthestatuspacketsfrom theentitiesonthenetwork andstoreseverything
in theNetwork InformationDatabase(NIDB). Theinformationthat is collected
is describedin section11.

Nym Server This serverholdsall of thenym informationandkeepstrackof all spent
tokens.TheNym serverkeepsacopy of thecurrentnym keysandsubmitsthese
to the key updateserver. It alsostoresa hashof eachspenttoken, in orderto
preventtokendouble-spending.

KeyUpdate / Keyquery servers Key updateserver receivesupdatesfrom the nym
server. Key queryserverservesupall publickeyson thenetwork. Key updateis
write only, key queryis readonly.
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Token Server This server keepsthe list of active (unredeemed)serialnumbers,and
generatestokensin exchangefor them.

FMG-MAIP TheFMG-MAIP hastwo databases,FMG-StatandNym-block. FMG-
Statstoresrecipientcountinformationwhichis usedfor spamcontrol.Thenym-
block databasecontainsrequeststhathave comein to not allow a nym to send
messagesto a specificaddressor domain.

2.6 Master Signature Keyhierarchy

AIP SIG

A
�
IP ENCR

MAIP SIG

MAIP ENCR

NymSrv SIG

TokSrv SIGFMG SIG

FMG ENCR TokSrv ENCR

FrMonth SIG

FrYear SIG

ZkMaster SIG

NymSrv ENCR Nym SIG

Nym ENCR

KeyUpdSrvSIG

KeyUpdSrvENCR

NIQS SIG

NIQS ENCR

KeyQry NIDB SerSrv

NISS SIG

NISS ENCR

Figure2: Thekey hierarchy

Thereis a setof keys at the top of the hierarchywhich areusedonly for signing.
Thesekeys includethe Master, Yearly, andMonthly keys. The Monthly key tendsto
signa lot of otherkeys, includingsignaturekeys for AIPs,MAIPs, andtheFMG.

Thereis aMasterkey, whosepublicparametersareencodedinto all Freedomsoft-
warefor reference.It is a 2048bit DSA key, usingthesameprimeparametersasare
usedin PGP.

TheMasterKey signsaYearlykey. 1 TheYearlykey is 1024bit DSA; it is usedto
signtheMonthly key andclient softwareupdates.TheMonthly key is usedto signa
signaturekey for eachof theFMG, NymServ, TokSrv, KeyUpdSrv, NIQS, andNISS.
It is alsousedto signtheAIP andMAIP signaturekey for eachAIP andMAIP. Eachof

1The original intent wasto rotateall the keys, except for the master, on a reasonabletime scale. That
codehasnotbeenextensively tested,andassuch,wemaynot invoke it in thisversionof thefieldedsystem.

5



thesekeyssignsanencryptionkey for theentity. TheNymSrvkey alsosignstheNym
signaturekeys. TheMonthly key, andthosekeyswhich it signs,arestoredonline.

Themasterkey DSA parametersare:

p =
f64257b7087f081772a2bad6a942f305
e8f95311394fb6f16eb94b3820da01a7
56a314e98f4055f3d007c6cb43a994ad
f74c648649f80c83bd65e917d4a1d350
f8f5595fdc76524f3d3d8ddbce99e157
9259cdfdb8ae744fc5fc76bc83c54730
61ce7cc966ff15f9bbfd915ec701aad3
5b9e8da0a5723ad41af0bf4600582be5
f488fd584e49dbcd20b49de49107366b
336c380d451d0f7c88b31c7c5b2d8ef6
f3c923c043f0a55b188d8ebb558cb85d
38d334fd7c175743a31d186cde33212c
b52aff3ce1b1294018118d7c84a70a72
d686c40319c807297aca950cd9969fab
d00a51b84fcf7ec96a96fa9e4edc9f93
3721131de3dd3de07d1d6bce098311b5

q =
01fe46d3083d66a45d419f9c7cbd894b
221926baaba25ec355e927c2cf

g =
6bb9042546a5a9c771e08d6c71ef2bd5
c6b5b006cd5d56b54483192b44de36ab
aedfc1924676ec21709685f9615152ad
07dbed807510bc45911535f91d0f632b
7efdffaea78588a1ad0f94191486f210
5ad53e15bf88a5dfe90c32999aed6274
42071a67498635fa17cc7303da44de39
5e95bfefa47d801689bc716cc186d8db
8a5580780a2756918a91ec7c84306450
098dad020de0118bdd702065f5094a74
a53b1495b5b3df19cc0902bd705beb59
00b88a0067eead9f98a38519524555d3
0de83a1efd1b820d226a48d67e5972bf
c67d147108eb457f9cdd6bd054fe6de2
4927d64f6c1117df90944e79cbecf237
044d169fc4187cbdca5d29beedbbafdd

y =
8874fff053627d67a6928f310cd95233
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6ee01b967485c721a442458c83fb68c7
3fbc274e8fc6886e4a0dcb43aa1753d3
c743b2e8927e61ca4a40e6df980232fa
b7ba8ec96dc29591b47638f10db8c1ba
2dc9700f4c28d8df0f88729a34a6782e
88dbf6176de88d3b08b5356b34fa283e
11bb1c9e4da97f13bf579e9943c491f0
b3ee9e551ccccb8fe0e5efbcf8f8b9c6
5398d62ab1206575af4a824c0656c84c
1ab25895fa159ad5cd9966d86aee036a
9150b91a4af3f54dc9be8df152b73466
634bc674f48f7d9a36920870d7ff031a
ec873342437b106e0a984035cf879587
c60a173244c0e535efd41dd14eaaa8ed
8d623e88023d3be1a2efb59d0c4edfc4

Theseparametershave thepropertiesthat � and � areprime, � divides���
	 , and �
is anelementof ��
� of order � .

2.7 Proceduresfor generatingand using important keys

TheYearlyandMasterprivatekeysarestoredonanon-networkedcomputerin aphys-
ically securelocation. Thereis two-personaccesscontrol for the locks controlling
accessto the machine,the passwords neededto log in, and the passphrasesfor the
keys. Theprocessfor usingthemhasstrongproceduralandauditcontrols.

2.8 Secret-sharing

The Masterprivate key is backed up using secretsharingcodeby Hal Finney and
updatedby Ian Goldberg. The sharesare3DESencryptedandstoredin the careof
certainmanagersof thecompany.

3 Databasequeries

The databaseslisted in section2.5 form the coreservicesof the FreedomNetwork.
Variousentitiesin thenetwork querythesedatabasesat varioustimes:

NIQS: The NIQS is queriedby clients,AIPs andMAIPs in order to determinethe
currentnetwork topology. The clients usethe information in order to create
routesthroughthenetwork (asdescribedin 6.1,below); AIPsusetheinformation
to determineto whichotherAIPs they shouldestablishsecurelinks.

Keyquery server: A client will obtainpublic keys of othernymsfrom thekey query
server in the event that it wishesto sendencryptedemail to them. In orderto
protecttheidentity of theclient, therequestis madeover theFreedomnetwork.
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In theeventthattheNIQSreportsanew AIP beingavailable,theclientwill query
theKey Queryserver in theclear. Mostservers,includingat leastAIPs,MAIPs,
andFMG-MAIP have reasonsto querythis server, includingauthorizationand
authentication.

Nym server: TheNym Server is queriedby theFMG andFMG-MAIP in orderto get
reply-blocks,checkauthorizations,andperformspamcontrol.

tokenserver: TheTokenServer is only queriedduringthenym generationprocess.

FMG database: TheFMG databaseis queriedby theFMG, to keeptrackof outgoing
mail quotas,asdescribedin section9.2,andto applyblockingrules.

Queriesto thedatabasesarenotencryptedor signedby therequestor, andgenerally,
theresponsesarenot encryptedor signedby thedatabase.TheNIQS andNym Server
sign their data,but that doesnot includenegative responses,which aregeneratedon
thefly. However, thecontentsof theresponseshaveenoughinformationto ensuretheir
accuracy (for example,thekey queryserverwill returnsignedcertificates).

4 Inter -AIP link encryption

AIPs on the Freedomnetwork talk to eachotherwith securelinks. Theselinks are
setup betweenspecificpairsof AIPs thatarechosento minimizenetwork latency and
delay;we do not createinter-AIP links thatallow you to traversethreecontinents,as
thelatency of sucha link wouldmake it unusable.

EachAIP hasanumberof “neighbours”;i.e. theotherAIPsto whichit hasasecure
link. As mentionedabove,it is not thecasethateveryAIP is aneighbourof everyother
AIP.

Thereis no automaticconfigurationof the graphof which AIPs are neighbours
of which other AIPs (the “AIP graph”). The securelinks are configuredmanually
with a tool, via the NIQS. An AIP will periodicallyquery the NIQS to get a list of
the neighboursit is supposedto have, and will bring its securelinks up and down
accordingly.

4.1 Setup: AuthenticatedD-H key agreement

Whentwo AIPs areconfiguredto talk to eachother, bothwill querythekey server to
get the key for the otherAIP. Call the AIPs Alice andBob. Alice getsBob’s public
key certificatefrom thekey queryserver, andvalidatesit by climbingthekey hierarchy
until reachinga key thatshetrusts.Bob mirrorsthis activity to ensuretheexchangeis
mutuallyauthenticated.Alice andBob thenundergo anauthenticatedDiffie-Hellman
key agreementprotocol to derive the encryptionkey to be usedon the securelink.
This exchangeis doneonceperhour;old link encryptionkeys arediscardedto ensure
perfectforwardsecrecy; thatis, if anadversaryrecordstheencryptedtraffic, andwants
to forceAlice or Bobto decryptit for him, heonly hasuntil thehouris up. After Alice
andBob forgetthelink encryptionkey, thereis no way to recover thattraffic.
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4.1.1 Protocol information

Thesideinitiating thelink establishesaTCPconnectionto theotherhost,on its Diffie-
Hellmanport,which is usuallyTCPport 51102.

Eachsidesendsa packet of thefollowing format to theother(in this, andall pro-
tocol informationdescriptions,multibyte valuesaresentin network (i.e. big-endian)
byteorder):

uint8_t vers;
uint8_t type;
uint16_t pktlen;
uint8_t symAlg;
uint8_t lekv;
uint16_t port;
int64_t absTime;
byte halfsec[256];
FrEntIdExp ent;
fr_sig_pk sig;

vers (1 byte): TheconstantDH VERSION VALUE = 1

type (1 byte): TheconstantFRPKTTYPEDIFHEL = 6

pktlen (2 bytes): Thetotal lengthof thepacket= 402

symAlg (1 byte): The symmetricalgorithmto usefor encryption. Currentlyalways
setto FRCRYPT SYMALG BLOWFISH= 3, indicating128-bitBlowfish. Other
validvaluesareFRCRYPT SYMALG DES3= 4andFRCRYPT SYMALG DESX
= 5 indicating3-key 3DES,andDESX,respectively.

lekv (1 byte): The link encryptionkey version. Alternatesbetween0 and1 for suc-
cessiveD-H agreementsonthesamelink (sothatpacketsencryptedwith theold
key canarrive on the network while a new key is beingnegotiated;the key is
discardedwhenthesecondsubsequentkey nogotiationis performed).

port (2 bytes): Thelocalportnumberfor theAIP (theportnumberfrom which pack-
etsfrom thisAIP will besent).Usedto distinguishmultipleAIPsrunningon the
sameIP address.

absTime (8 bytes): The currenttime of the AIP, in secondssincethe UNIX epoch.
(Thefirst 4 bytesof this will be0 for awhile...)

halfsec(256bytes): The2048-bitvalueof ����������� . � and � aregivenbelow. � is a
randomnumber, currently256bits in size.

ent (65 bytes): The entity signingthe packet, in this case,an AIP. This field hasthe
following subfields:

ent.type(1 byte): Theentity typeof theAIP signingthepacket,which will be
FRENT TYPE AIP = 1.
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ent.name(64 bytes): Theentity nameof theAIP signingthepacket.

sig (65 bytes): TheDSA signatureof thepreviousdata(all bytesin thepacket except
for thesig elementitself). This field hasthefollowing subfields:

sig.r (29 bytes): TheDSA r valueof thesignature.

sig.s(29bytes): TheDSA svalueof thesignature.

sig.keyVersion (1 byte): The versionnumberof the key usedto sign the mes-
sage.

sig.keySize(2 bytes): Thesizeof thepublic key (in bits) usedto signthemes-
sage.

sig.dataSize(4 bytes): Thenumberof bytesof signeddata(in this case,337).

The two hostsreceive eachother’s packets,andclosethe TCP connection.The
signaturesarevalidated,andasharedencryptionkey is derivedasshown below.

4.1.2 Diffie-Hellman parameters

Thefollowing arethevaluesfor p andg usedin theDiffie-Hellmancalculation:

p =
f64257b7087f081772a2bad6a942f305
e8f95311394fb6f16eb94b3820da01a7
56a314e98f4055f3d007c6cb43a994ad
f74c648649f80c83bd65e917d4a1d350
f8f5595fdc76524f3d3d8ddbce99e157
9259cdfdb8ae744fc5fc76bc83c54730
61ce7cc966ff15f9bbfd915ec701aad3
5b9e8da0a5723ad41af0bf4600582be5
f488fd584e49dbcd20b49de49107366b
336c380d451d0f7c88b31c7c5b2d8ef6
f3c923c043f0a55b188d8ebb558cb85d
38d334fd7c175743a31d186cde33212c
b52aff3ce1b1294018118d7c84a70a72
d686c40319c807297aca950cd9969fab
d00a509b0246d3083d66a45d419f9c7c
bd894b221926baaba25ec355e9320b3b

g =
02

They havethepropertiesthat � is prime, ������	�� �"! is prime,and � is anelementof��
� of order�#�$	 . ThesearethesamevaluesthatPGPsuppliesfor ElGamalkeys.
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4.1.3 Computing the sharedsecret

A 2048-bitsharedvalue % is computedas:%�&'� � � local 
(� remote� ���)���*&+� halfsecreceived� � local �������
4.1.4 Deriving the encryption key% is expressedin a256-bytebuffer secBuf.

The first andlast bytesof this buffer arediscarded.The remaining254 bytesare
passedto thefollowing key generationroutine:

data = secBuf[1..254]
buffer[0..19] = SHA1(data);
buffer[20..39] = SHA1(buffer[0..19] || data);
buffer[40..59] = SHA1(buffer[20..39] || data);
etc. (where || denotes concatenation)

The first bits of the resultaretaken asan encryptionkey for the symmetricalgo-
rithm specifiedas symAlg in 4.2.1. The numberof bits so taken dependon which
algorithmis used.

For FRCRYPT SYMALG BLOWFISH,128bits areusedastheBlowfish key.
For FRCRYPT SYMALG DES3, 192 bits are usedas follows: the first 64 bits

becomek1, the next 64 bits becomek2, the next 64 bits becomek3 (parity bits are
ignored,leaving 168bitsof key material).Thecipheris ,.-0/)�21#-034�2,.-654�879�:�:� .

For FRCRYPT SYMALG DESX,192bitsareusedasfollows: thefirst 64bitsbe-
cometheDESkey k (paritybitsareignored,leaving 184bitsof key material),thenext
64bitsbecometheinputwhiteninginw, thenext 64bitsbecometheoutputwhiteneing
outw. Thecipheris , - �;7=<�>@?BA��C<EDGFIHJA , where < denotesXOR.

4.2 Link encryption

Link encryptionis appliedbetweennode-pairsin orderto hide thenatureandcharac-
teristicsof the traffic betweenthem. Data is sentbetweenAIPs in UDP datagrams,
typically to port 51101/udp;all but onebyteof thebodyof thedatagramis encrypted
usinga key derived from the Diffie-Hellmankey agreement.Onebyte is sentin the
clear, which is merelya flag indicatingwhich key to useto decryptthepacket (this is
usefulduringthetransitionfrom onekey to thenext).

Thealgorithmto useis specifiedby theAIPs aspart of thekey agreementproto-
col. Thedefault is 128-bitBlowfish; otherpossibilitiesare168-bit3DESand184-bit
DESX.

4.2.1 Protocol information

To transmitdataof size ? bytes(whichmustbeamultipleof 8, andshouldstartwith 8
bytesof randomness),a ?#KEL bytepacket is constructedof thefollowing form:
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Figure3: Theencapsulationof adatapacket in telescope-andlink-layer encryption

unsigned char encdata[n+8];
uint8_t lekv;

encdata( ?OKQP bytes): The encryption,using the algorithm specifiedassymAlg in
4.1.1,thekey derivedin 4.1.4,andanall-zerosIV, of thefollowing data:

data ( ? bytes): thedatato encrypt.n mustbea multiple of 8, andshouldstart
with 8 bytesof randomdata.Notethat, CBC �2R�S RAND TUT 79�V& IV TWT , CBC � IV S(79�
whereRAND is 8 byteslong, IV &9,*� RAND � , and , CBC �2XYS(79� denotes
theCBC encryptionof M with IV I.

eights(8 bytes): 8 bytesof value0x08.Usedto differentiatevalid packetsfrom
randomdummypackets.

lekv (1 byte): Thevalueof thelekv field in 4.1.1.

5 Client-to-AIP link encryption

A client,uponstartingup,will createsecurelinks betweenitself andoneor moreAIPs.
Thesesecurelinks arein mostwaysidenticalto theInter-AIP securelinks describedin
section4. Thedifferencesarethat:Z they areshort-lived(they only exist while theclient is running)
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Z they areunderthecontrolof theclient (inter-AIP links areunderthecontrolof
theNIDB)Z the client doesnot sign its Diffie-Hellmanparameters,as it hasno key it can
useto do so privately (the AIP with which it is communicatingdoessign its
parameters)

5.1 Protocol information

Theonly differencebetweenthis protocolandtheonedescribedin section4 is in the
contentsof the fields of the Diffie-Hellmanpacket sentby the client to the AIP. The
fieldsthatdiffer from thosedescribedin 4.1.1areasfollows:

port (2 bytes): Thelocalportnumberfor theclient(theportnumberfrom whichpack-
etsfrom thisclientwill besent).Thisvaluewill probablybeignoredby thepeer
AIP; the sourceport in the UDP packetsthatarrive at the AIP will be usedin-
stead.This is becauseof IP Masquerading.

absTime (8 bytes): Thecurrenttime of theclient, in secondssincetheUNIX epoch.
(Thefirst 4 bytesof this will be0 for awhile...)

ent (65 bytes): Theentity signingthepacket, in this case,none.Theclient’snymsdo
not sign the D-H connectionto the first AIP; the first AIP is assumedto know
thetrueidentityof theclient,andsoit mustnotbegivenasignaturecreatedwith
oneof theclient’snym’skeys. Thisfield hasthefollowing subfields:

ent.type(1 byte): Theentity typeof theanonymousclient,which will be
FRENT TYPE ANON = 12.

ent.name(64 bytes): 64 bytesof 0x00.

sig (65 bytes): 65 bytesof 0x00.

6 TelescopeEncryption

Telescopeencryptionis thesetof encryptionlayersthat is designedto provide client-
to-wormholeconfidentiality. It is calledtelescopeencryptionbecausethelayerscanbe
visualizedasan old fashionedtelescopewhich collapsesin on itself, leadingto a set
of concentrictubes. Eachtubeis the layer of encryptionthat is removedasa packet
travelsfrom theclient,andaddedasthethepacket travelsto theclient. In thisanalogy,
the endsof the tubeareeachconnectedto an AIP. We usethe terms“telescope”and
“route” somewhatinterchangeably.

Therearetwo typesof telescopeencryptionusedin thesystem,authenticatedand
anonymous.AuthenticatedtelescopesuseasignedROUTECREATE request,andcre-
atea routethatcanbeusedfor arbitrarydestinationhosts.Anonymoustelescopescan
only beusedto connectto certainsetsof definedhosts,suchasthedatabaseservers.
They areusefulfor asetof initializationpurposes,whenthereis noappropriatecertifi-
cateavailablewith which to createroutes.We discussauthenticatedtelescopesfirst.
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Figure4: Telescopeencryption

An authenticatedtelescopeis onecreatedwith a ROUTE CREATE packet signed
by avalid nym. Only anym cancreateanauthenticatedtelescope.

For an anonymoustelescope,the signatureand identity fields are left blank (all
zeros).ClientsandAIPs canmakeanonymoustelescopes.

6.1 Administration

Theclient selectsa chainof AIPs to useto build thetelescope.Thefirst AIP mustbe
oneto which theclient hasa securelink, asdescribedin section5. As well, eachpair
of consecutiveAIPs in thechainmustbeapair thathasasecurelink betweenthem,as
describedin section4. TheclientqueriestheNIQSto find thesetof all AIP pairswith
securelinks betweenthem(soasto avoid leakinginformationaboutwhich AIP pairs
theclient is interestedin). The lastAIP in thechainis calledthe “last-hop” or “exit”
AIP.

6.2 RouteSetup

The client constructsa ROUTE CREATE packet which containssecretsto be shared
onewith eachAIP in the chosenchain. NestedEl Gamalencryptionwith the AIPs’
encryptionkeys is usedto securelytransmitthe secrets(and to ensurethat no AIP
knowsmorethanwho arethepreviousandnext AIPs in thechain).
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6.2.1 Protocol Inf ormation

A ROUTE CREATE packethasthefollowing format:

byte rand[8];
uint8_t vers;
uint8_t type;
uint8_t pri;
byte pad[3];
uint16_t aci;
RouteHeader rtehead;
byte routeCrypt[1088];

rand (8 bytes): 8 bytesof randomdata

vers (1 byte): TheconstantFRPKT VERSION CURRENT= 1

type (1 byte): TheconstantFRPKTTYPEAIP ROUTE CREATE = 2

pri (1 byte): Thepriority of thepacket (currentlyignored). [Eventually, nym certifi-
cateswill indicatewhichpriority packetsthey areallowedto use.]

pad (3 bytes): 3 bytesof 0x05(sic)

aci (2 bytes): TheincomingAnonymousCircuit Identifier.

rtehead (136bytes): Theheaderfor theroute,consistingof thefollowing fields:

rtehead.keySeed(128bytes): The128-byteresultof � encrand ������� , whereen-
crandis a random1024-bitnumber, and � and � aretheparametersof the
destinationAIP’sEl Gamalencryptionkey.

rtehead.keyAlg (1 byte): Theencryptionalgorithmusedto encryptthe restof
thepacket,below. Theallowedvaulesherearethesameasin 4.1.1.

rtehead.cryptKeyVers(1 byte): Theversionnumberof thepublic key usedto
derivekeySeed,above.

rtehead.pad(6 bytes): 6 bytesof 0x06

routeCrypt (1088bytes): An encryptedbuffer. Thealgorithmusedis thatspecifiedin
keyAlg, above. Thekey is derivedasfollows: thevalueof encrandchosenabove
andthe destinationAIP’s public El GamalEncryptionkey �[�IS;�\S ]�� areusedto
calculatethe128-bytevalue ] encrand ���)��� . Thefirst two bytesof this 128-byte
valuearediscarded.Thenext 24 bytesarepassedto thekey generationroutine
describedin 4.1.4. Thenext 8 bytesareusedasanIV for thealgorithm. When
decrypted,thebuffer shouldcontainthefollowing:

bckKeyAlg (1 byte): Thesymmetricencryptionalgorithmto usetoencryptdata
headingalongthis routefrom the Internetto the client. Thekey to useis
generatedfrom bytes34 to 57 (inclusive, startingfrom 0) of the128-byte
value ] encrand ������� calculatedabove.
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fwdK eyAlg (1 byte): The symmetricencryptionalgorithm to use to decrypt
dataheadingalongthis route from the client to the Internet. The key to
useis generatedfrom bytes58to 81(inclusive,startingfrom 0) of the128-
bytevalue ] encrand ������� calculatedabove.

flags(1 byte): If bit 0 (thelsb)of thisbyteis set,this is thelasthop.Otherwise,
this is anintermediatehop.
If bit 1 is set,anACI will bepresentin specAcifield, below. This is only
valid if bit 0 is alsoset.

nextEnt (65 byte): Theentityspecifyingthenext hopin theroute(asdescribed
in 4.1.1),if this is not thelasthop,or 65bytesof 0x00if this is thelasthop.

specAci(2 bytes): If bit 1 of flagsis set,thisfield containstheACI to useat the
lasthop(this is usedwhenaclientwishescreateanew routewith thesame
exit information,so thatexisting TCPconnections,for example,stayup).
Otherwise,thisfield contains0x0202.

expTime (4 bytes): Therequestedabsoluteexpiry time of theroutecreatedby
this packet, in secondssincetheUnix epoch.We notethat this is a 4-byte
field, whereasmost of the absolutetimestampsin theseprotocolsare 8
bytes;this is indeeda Y2106problem.

pad (6 bytes): 6 bytesof 0x06

After the above, the buffer will contain one of the following, dependingon
whethertheflagsbyteindicatesthatthis is thelasthop:

If bit 0 of flagsis 0 (this is not thelasthop),whatwill follow is anotherRoute-
HeaderandcorrespondingrouteCrypt,expectthatthesizeof routeCryptwill be
216bytesshorterthantheonein which it is contained.

If bit 0 of flagsis 1 (this is the last hop),what will follow is an authentication
section(144bytes),followedby randomdatato the endof the buffer. The au-
thenticationsectionis asfollows:

nonce(8 bytes): A random8 bytenonceusedto detectreplayattacks.

type (1 byte): The type of the entity which signedthis routecreationpacket.
PossiblevaluesareFRENT TYPE ANON = 12andFRENT TYPE NYM
= 6.

name(64bytes): Thenameof theentitywhichsignedthisroutecreationpacket.

sig (65bytes): TheDSA signature(asin 4.1.1)of theSHA1hashof thefollow-
ing data:Z The128-bytevalue ] encrand ���)��� calculatedabove(128bytes)Z rtehead.keyAlg, rtehead.cryptKeyVers,rtehead.pad(8 bytes)Z bckKeyAlg, fwdKeyAlg, flags, nextEnt, specAci,expTime, pad (80

bytes)Z nonce,type,name(73bytes)

If thetypeis FRENT TYPE ANON, thisshouldbe65bytesof 0x00.
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pad (6 bytes): 6 bytesof 0x06

Also, if this is the last hop, a MAC key (sharedbetweenthe last hop and the
client) will begeneratedfrom bytes82 to 101(inclusive,startingfrom 0) of the
128-bytevalue ] encrand ������� calculatedabove.

Whenthelast-hopAIP receivesaROUTECREATE packetthatis correctlysigned,
it will returna ROUTE CREATE ACK packet, indicatingsuccess. A ROUTE CRE-
ATE ACK packet is just a datapacket (asdescribedin 6.3)with thespecialtypeFRP-
KTTYPE AIP ROUTE CRTACK = 5, andwith payloadthe2-byteexit ACI selected
by the last-hopAIP. This valuecanbe later usedby the client to createa new route,
while maintainingthesameexit imformation,asdescribedin 6.2.1.

If any AIP receivesa ROUTE CREATE packet that is for somereasonmalformed
(for example, the signatureis bad), it will senda ROUTE DESTROY packet back
towardstheclient. Theformatof theROUTE DESTROY packet is describedin 6.4,
below.

6.3 Telescopeencryption

Themajority of thepacketson thenetwork areDATA packets.These,like all packets
on the Freedomnetwork, aresentas the payloadof a link-encryptedpacket, asde-
scribedin 4.2. TheseDATA packetsareof a fixedsizein orderto avoid attacksbased
on sizecorrelationsof packets.

6.3.1 Protocol Inf ormation

DATA packetshavethefollowing format:

rand (8 bytes): 8 bytesof randomdata

vers (1 byte): TheconstantFRPKT VERSION CURRENT= 1

type (1 byte): Thetypeof thepacket. Normally, theconstantFRPKTTYPEAIP DATA
= 1, but possiblydifferentfor otherpacket types(see6.3.2abovefor anexample
of usingFRPKTTYPEAIP ROUTE CRTACK = 5).

pri (1 byte): Thepriority of thepacket (currentlyignored).

pad (3 bytes): 3 bytesof 0x05(sic)

aci (2 bytes): TheincomingAnonymousCircuit Identifier.

payload (272bytes): The(possiblymultiply-)encrypteddata.Theplaintext is thefol-
lowing:

payrand (8 bytes): 8 bytesof randomdata

paylen (2 bytes): Thelength,len,of theplaintext data,at most252bytes.

plaintext (252bytes): The plaintext data,of length len, followed by 252-len
bytesof value ^ , wherê_&`P��'� len ������P4� .
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mac (10bytes): The SHA1-HMAC-80 (using the key derived in 6.2.1) over
the above 262 bytes, if such a key is available. If for somereasonit
is not (for example,with somepackets of type different from FRPKT-
TYPE AIP DATA), this field shouldcontain10 bytesof 0x06.

The272-byteplaintext is encryptedin thefollowing way:

For packetstravelling from theclient to the Internet,theclient will encryptthe
datafirst with theforwardencryptionalgorithmandkey it specifiedin thesection
of theROUTECREATE packet thatwasreadby the last AIP in theroutechain;
thenwith theforwardencryptionalgorithmandkey thatwasreadby thenext-to-
lastAIP in theroutechain,andsoon. (SeefwdKeyAlg in 6.2.1.)

As thepacket travelsalongtheroute,eachAIP will decryptthepayload.After
the lastAIP decryptsthepayload,it will be theplaintext, andtheMAC will be
checked.

For packetstravelling from the Internetto the client, eachAIP in turn (starting
with thelastAIP in theroute)will encryptthedatawith thebackwardsencryp-
tion algorithmandkey theclientspecifiedin thesectionof theROUTE CREATE
packet. (SeebckKeyAlg in 6.2.1.)

When the packet arrivesat the client, the client will successively decryptthe
(now multiply-encrypted)payload,first with thealgorithmandkey sharedwith
thefirst AIP, thenwith thealgorith,andkey sharedwith thesecondAIP, andso
on. Whentheplaintext is recovered,theMAC will bechecked.

6.4 Teardown

If for any reason,anentityneedsto teardown anexisting route(theentitymustbeone
of theAIPs involvedin theroute,or theclient which createdtheroute),it will senda
ROUTEDESTROY packetalongtheroute.If theentitywishingto destroy therouteis
anAIP in themiddleof theroute,it shouldsendtwo ROUTEDESTROY packets:one
towardstheclient,andonetowardstheInternet.

Theformatof a ROUTE DESTROY packet is almostthesameasa DATA packet,
with thefollowing exceptions:

type (1 byte): TheconstantFRPKTTYPEAIP ROUTE DESTROY = 3

payload (272bytes): 272bytesof randomdata

7 IP layer handling

TheclientsitsattheNDIS level ontheWin95stack.It removescertainidentifyingdata
from apacketbeforeencryptingandsendingit. This datais theIP sourceaddress,and
the IP andUDP or TCPchecksum.Thechecksumsareremovedto avoid bruteforce
attackson themissingIP addressdata.TheMAC in theroutedata(telescope)packet
ensuresthat the datahasnot beencorruptedin transit. The wormholeproxy addsin
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theappropriatesourceIP, changestheport,andconstructsa new setof IP andTCP(or
UDP)checksums.

Thereis alist of acceptableTCPandUDPportswhichis enforcedby boththeclient
andthewormhole.Thatsetof portsarethoseneededto allow thesupportedprotocols
to run over theFreedomNetwork. The restrictionexists to minimizepossibilitiesfor
abusive/hackingbehavior over thenetwork, andconfirmsto theprincipleof thatwhich
is not explicitly permittedis denied. Raw IP is explicitly not allowed through the
network.

All packetsarefragmentedto 252bytesbeforesending.Thewormholeconvinces
the client that the pathMTU is 252 bytes,so the client’s standardIP stackwill deal
with fragmentationfor us.Thewormholeactuallyframgentsinbounddatato this size,
andthe client’s normalstackdoesthe reconstruction.The packet sizeis intendedas
a compromise,and will probablybe replacedby a different compromiseinvolving
multiplepacketsizesin thefuture.

The 252byte fragmentis telescopeencryptedfor eachFreedomServer alongthe
path,link encryptedfor thefirst hop,andthenplacedin a UDP packet for sendingto
port51101.

Thedatatravelsoverthenetwork,beinglink decryptedandtelescopeunwrappedat
eachpoint. Thedatais routedto thenext hopby useof anAnonymousCircuit ID (ACI)
mappingtable;datacomingin over a givenACI is encryptedor decryptedwith a key
thatmapsto thatACI, andthenlink encryptedandsenton its way. If theACI indicates
thatpacketsfrom thathostaresentto thewormhole,thenthey are.Thewormholewill
maptheACI into a localTCP(or UDP)port,andmapits sourceport to thesourceport
on which theclient is expectingto receive a response.Thewormholewill theninsert
its IP addressinto thepacket, calculateIP andTCPheaderchecksums,andinsertthe
packetontotheInternet.

Whena TCP responsecomesbackfrom an Internetserver to the wormhole,the
wormholewill breakthestreaminto chunks,adda cryptographicauthenticatorto the
each,andthenpassthemto theAIP for encryption.TheAIP only applysasinlgelayer
of encryption.This maybecounter-intuitive, if you expecttheAIP to addlayers,and
seethemstrippedoff asthepacket travelsthroughthenetwork. This is notdone,asthe
AIP mustnot know thesetof keys it would needto addall thelayersof encryption.

The information is passedalong the route indicatedby the ACIs until it reaches
the client, wherethe software removesthe several2 layersof encryption,insertsthe
appropriatesourceaddressandport backin, recalculatesthechecksum,andpopsthe
packetbackinto theIP stack.

8 Nym Creation

Thenym creationprocessis describedin detail in the“UntraceableNym Creationon
the FreedomNetwork” white paper. The processof paying for a nym is intention-
ally separatedfrom the processof creatinga nym, so thatwe canbuild a wall which
paymentidentity informationdoesnotcross.

2This is 4 layersof encryptionfor a three-hoproute;thethreetelescopeanda link layer.
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9 Application layer handling

9.1 Client-sideapplication proxies

Client-sideapplicationproxiesaredesignedto remove identifying information from
applicationstreamsbeforeit reachesthe Internet. This is in contrastto the AIP-side
packet-filters,whichaimto preventhackingattemptsby theclient,andassumethatthe
datastreamhasalreadybeensanitized.Thelocationandassignmentof responsibilities
is designedto reducetheneedfor trust in thesystem.

Outgoingtext in a variety of protocolsis scannedby the text scanner. The text
scannerlooks for stringsthat matchthoseenteredinto the client’s “Word Scanning”
dialogboxin acase-sensitivemanner. Any matcheswill resultin awarningdialogbox
beingdisplayedto theuser. Thedatais notsentuntil theuserhasapprovedthesending.

9.1.1 DNS

DNSpacketsareinterceptedandsentover theFreedomnetwork (otherwise,acollabo-
rationbetweenyour local DNS serverandthewormholecouldreveala lot). Thereare
no modificationsmadeto therequest.

9.1.2 SSL

SSL packetsarrive at the Freedomclient alreadyencryptedby the web browser. As
such,thereis nothingwecando to reliably removeor editwhatdatathey send.

9.1.3 HTTP

HTTP GET andPOSTmessagesaresentthroughthe text scanner. Eachnym is allo-
catedaseperatecookiejar. The“Referer:” headeris left intact.

9.1.4 SMTP/AMTP

OutboundSMTPmessagesareinterceptedby theclient-sideSMTPproxy. Theproxy
sanitizestheheadersof themessage,includingreplacingtheuser’s realemailaddress
with thatof anym. It thenchecksif all therecipientsareFreedomusers.If so,it fetches
their keys from the Nym Server, andencryptsthemultiple times,oncefor eachnym.
If therearenon-nym recipients,acleartext copy of themessageis kept.Theencrypted
(andplaintext, if needed)messagesaredeliveredoverananonymousconnectionto the
FMG-MAIP, which appliesits processinglogic (signatureprocessing,spamandabuse
control),andsendthemeitherthroughtheMAIP cloudfor nym recipientsor SMTPto
anon-Freedomrecipient.

9.1.5 POP3

The POP3proxy interceptsPOP3requeststo the user’s pop server. The proxy will
collectall mail afterauthenticating,andkeeptheuser’smail clientwaiting. ThePOP3
proxy will correlatemessagesto prevent the mail client from seeingthe redundant
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versionsof messagescreatedby ReplyBlocks. As such,themail client (Eg,Netscape
Mail or Outlook) authenticatesitself to a local POP3proxy, that proxy authenticates
itself to thePOPserver, theproxy downloadsthemail, decryptsit, andonly thenwill
themail client seea numberof messagesfor reading.

Note that the connectionfrom the POP3proxy to the user’s POP3server is not
madethroughthe FreedomNetwork, but ratheris a regularTCPconnectionover the
Internet.This is becausetheexpectedPOPmailboxis theusersstandardPOPmailbox,
andwedon’t wantto associateanymwith thatmailbox.(All inboundmail is encrypted
sothatthereis no way for anobserver to distinguishto which nym it is addressed.)

9.1.6 NNTP

Thebodyof outgoingnews postingsis passedthroughthetext scanner. Themessage
is encapsulatedby theclient news proxy in a mail message,andsent(un)encryptedto
a mail2news gateway. ReadingUsenetnews is accomplishedvia a web-basednews
readingsite.

9.1.7 Telnet/ssh

Any telnet/sshbasedprotocolcanbe passedover the Freedomnetwork to acceptable
target ports. The information is run throughthe text scanner. Usesfor this include
privatecontributionsto sourcetreesvia CVS over SSH,accessto MUDs, andother
telnetbasedinformationservices.

9.2 AIP-side application proxies

Theserversidepacketfilter in thewormholeis usedto offeralevel of protectionfor the
Internetfrom abuseby our customers,by ensuringthat outboundpacketsonly reach
certaintarget ports. Our goal is to make it difficult to usethe Freedomnetwork for
hackingactivity, however, sincea vulnerability that exists on a target machinemay
beexploitedwithout theFreedomNetwork, we simply attemptto bea goodneighbor.
Ultimately, defendingyourhostsandnetworksis your responsibility.

The FMG-MAIP is responsiblefor outboundspamcontrol for the Freedomnet-
work. It doesthis by placingprogrammablelimits on thevolumeof mail a givenuser
maysend.Thelimit is initially setbasedon theclassof customerthey are:Paid users
have a higherquotathantrial users.Either typeof user’s mail quotamaybechanged
by theZeroKnowledgeAbuseCenter3 in responseto complaintsor otherissues.The
exactquotasarenot publishedso that spammerscannot senda numberof messages
just underthequota.For thesamereasons,quotasmayvary slightly on a peruserba-
sis. TheFMG-MAIP alsoimplementstheabuseblockingcontrols,wherepeoplecan
requestthatthey not recieveemailfrom givennyms.

3http://www.freedom.net/support/abuse.html
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10 Incoming mail handling

Incomingmail for Nymsis receivedby aFreedomMail Gateway. Thegatewayensures
thatthemail is for avalid nym whichis ableto receivemail. (Theremaybevalid nyms
whichdonot haveany replyblocks,or for otherreasonsareunableto receivemail.) If
themail is accepted,a copy of themessageis encryptedwith eachreply block thatthe
nym hascreated.Eachcopy of themessagewill beroutedthrougha seriesof MAIPs
usingtheAMTP protocol.Eachinter-MAIP connectionis doneoveranon-anonymous
TCPconnectionto port 51112.

A reply block containsoneor morelayersof key, next-hop,message-blocktuples.
The key is usedto encryptthe messagebeforesendingthe messageto the next-hop,
whichmaybea MAIP or a POPmailbox.

Eventually, a numberof (encrypted)copiesof themessagewill arrive in theuser’s
POPbox (onefor eachreply block he hassetup, unlesssomeAIPs aredown). As
describedabove, the POP3proxy will automaticallydecryptthe Freedommessages
andremovetheduplicatecopiesbeforepassingthemon to theuser’sPOP3client.

11 Collecting Network Inf ormation

Periodically, theNetwork InformationStatusServer(NISS)collectsvariousdataabout
the availability andquality of serviceof the FreedomNetwork. The exact detailsof
whatinformationis gatheredwill begivenin a futureversionof thiswhite paper.

12 Conclusion

Everyeffort hasbeenmadeto makeFreedomthemostintegrated,strongestandeasiest-
to-useprivacy systemavailable,andwebelievewehaveachievedthisgoal.No system
is completelyinfallable,however, but this white paper, in conjunctionwith “Freedom
1.0SecurityIssuesandAnalysis”,will show thereadertheextentto which thesystem
is secureunderordinary, andevenextraordinarycircumstances.We maintaina policy
of full disclosureof thesystem’s workingsandweaknessesin aneffort to beup-front
andhonestto thecommunityof Freedomusersandinterestedparties.

A ChangeHistory

November29,1999 Madethefollowing changes:

2.3 AIP keysaresignedby themonthlykey, not nym serverkey

2.4 Correctedidentityof actorto beFMG-MAIP in para2

2.5 FMG-MAIP added2nddatabase

3.x Addedusersof variousdatabases

3.key-query addedtimeswhenclientsmakecleartext, non-anonqueries

3.nym-server expandednym server, seperatedtokenserver to matchreality

22



3.fmg-maip addedblock rules

4.2 fixedport for datapackets

7 thelastparagraphof section7 wassubstantiallycleanedup for clarity in what
softwareperformswhich actions

9.1 notedthattheusercanpreventdataxfer in dialogbox.

9.1.3 addednoteaboutcookiejars

9.1.4 mail encryptionwaswrong,pophandlingwasinsufficiently explained

9.1.6 expandednntphandling

9.2 fmg-maipabusecontrol

A FixedY2K bug in ChangeHistory section

November23, ’99 ReleasedInitial Version.
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