Freedoml.0 SecuritylssuesandAnalysis

Adam Shostack|an Goldbeg
Zero-KnavledgeSystems|nc.
{adam i an}@er oknow edge. com

November30, 1999

Abstract

We describeattacksto which Freedompr Freedonmusersmay bevulnerable.
Theseattacksarethosethatreducethe privagy of a Freedonuser throughexploit-
ing cryptographicdesignor implementatiorissues We includeissuesvhich may
not be Freedomsecurityissuesbut arisewhenthe systemis not properly used.
This disclosurancludesall knowvn designor implementatiorflaws, aswell places
wherevarioustrade-ofs madecreatingthe systemhave privagy implications. We
also discusscryptographicpoints that are neededfor a completeunderstanding
of how Freedomworks, including oneswe don't believe canbe usedto reduce
aryones privagy.

1 Introduction

Readershot regularly exposedto securitywork may not know thatthe publicationof
analysigs animportantpartof how securityprofessionalsvork. Opendiscussioris the
bestway we know of to improve the securityof systemswve create Pleasainderstand,
asyou readthis paperthatthereis no suchthing asperfectsecurity Onewell known
expert, Bruce Schneierhassaid“The only securecomputeris onethatis turnedoff,
locked in a safe, and buried twenty feet down in a secretlocation— and I'm not
completelyconfidentof thatone,either” We chooseto discloseall the known security
issueghatFreedomhasbecauseve believe thatthis is theright thing to do.

We don’t meanto scarearyone away from the system;we believe it offers solid
protectionagainstmary threats,andis betterthanmostof the alternatves. We note
with disappointmenthatno otherprivacy compaly haschoserto publishsucha doc-
ument. Our intentis to constantlyimprove the systemandmale it better andwe will
make availablea new securityanalysisin eachversion. Many of the attacksheredo
not applyto competitive systemsnot becausehey areimmune,but becausehey fall
to simplerattacks.

We have useda numberof methodsto find problems. We did a roundupof the
productsprogrammerso determinevhatthey know to bebrokenor hasbeenworrying
them. All programmerslsohada chanceto review all of our white papers,andthe
mostexperiencechave beenforcedto walk throughthemin-depthfor commentsand
to find morediscrepancies.



The cryptographyin the systemhasbeenreviewed by a numberof experts,who
have collectively pointedout a large numberof flaws andissuesmostof which have
beencorrectedandassucharenot notedhere. Thoseflaws whichremainareour fault,
nottheirs.

In addition,afew experiencedonsultanthiave donecodereviewsandwalkthrough-
s,andthe problemsthatthey foundwerecorrected.

2 Statement of Security

The Freedomsystemdelivers the highestquality privacy protectionavailableto the
consumettoday Freedomhasbeendesignedo protectthe privagy of userssending
email, browsing the web, postingto news groupsand participatingin Internetchat.
Freedoms privacy protectionis designedsuchthatevenif Zero-Knovledgewantedto
violateyour privagy, we'd have troubledoingit. Freedomwasalsodesignedo ensure
thatnoneof our partnerscanviolateyour privagy, intentionallyor accidentally

Freedomis notinvulnerable— no systemis. We've doneour bestto malke it very,
verydifficult, time-consumingandexpensvefor anattaclerto break.Oneof ourgoals
is to offer the bestprotectionavailableto the consumetoday andwe believe thatwe
have achievedthis. Thereare,however, severalknown technicalissuesvhich maylead
to breache®f privagy, andthe purposeof this paperis to sharethat knowledgewith
you, becausehatis theright thingto do.

We estimatehatit would requiretheresourcesnddedicatiorof alargeor dedicat-
edintelligenceageng or adedicatednternalsurweillanceforceto effectively, reliably,
andonanongoingbasis breaktheprivacy whichwe offer with regardto webbrowsing,
chat,or otherinteractve services.

If youuseemailreply blocks,thena seriesof warrantsdeliveredin reverseorder,
may leadlaw enforcemenbr lawyersto your real email address Email reply blocks
arecreatedandturnedon by default. Zero-Knowledgeconsiderghis acceptabléor the
time beingbecauset is betterthanavailablealternatives,all of which exceptCypher
punkandMixmasterremailers canbe compelledto compromiseyour privagy with a
singlewarrant. Thisis atargetedattack,asopposedo whatanintelligenceageng can
achieve.

A backboneprovider may be ableto monitormary links, possiblygatheringmuch
dataonits own behalf,or morelikely, in collusionwith alaw enforcemenageng.

A hacler group may be able to engagein attacksthat approachthe abilities of
a nationalintelligenceageng, however, it seemsunlikely thatthey cantranslatethe
compromiseof the targetednetworksinto an ongoingintelligencegatheringoperation
with datagatheringstorage analysis summatioranddisseminationlt is muchmore
likely thatthey canverify a guessasto the identity of a nym, or engagen a setof
targetedcompromiseso discoser whatnym atargeteduserhasor is using.

Lastly, we notethatthe Freedonsystemis vulnerableto denialof serviceattacks.
We do not enumerateheseherebecauseve don't considemmostof themto be inter-
esting,but rather anng/ancesickled by theimmature.

1with remailerreply blocks, the usercanchoosea numberof hops,andtheir location.



3 Overview of Threats

In makingclaimsaboutthe protectionthatwe offer, andin explainingthelimits of our
servicejt is usefulto examinesomeof the typesof peoplewho mayattemptto violate
your privagy. Below, we briefly describethoseattaclersand our assumptiongbout
their abilities.

3.1 Web Site Operators

A websiteoperatorcanoffer cookies,andsendyou ‘active content’to try to trackyou.
Many web siteswill usevariousforms of encouragemertb get personainformation
aboutyou, suchasaskingfor your ZIP codefor weathermreports,andthen sharethat
informationwith their adwertisingnetworks. The adwertisingnetwork, by placingads
on mary sites,is ableto gathera large profile of you. Internetsitesusing custom
protocols/ike Real,canalsoengagen trackingof users.

WebsitescanalsouseActiveX, Javascript,andotherlanguageso causeyour com-
puterto sendinformationto the site. This behaior is more unusualthan gathering
profilesthroughcookies.

3.2 Sysadmins

Systemsadministratorsan variously readyour mail, watchto whereyou make net-

work connectiongsuchaswebbrowsing),andgenerallymonitorall your unencrypted
online actwities. Your compaly sysadmincanreadary files you storeon network

drives,andmayalsobe ableto accessll thefiles onyour desktopor laptopcomputer

Theremaybelawsin yourareacontrollingthis activity, andyou mayhave signedaway

all of yourrightsundersuchlaws aspartof anemploymentcontract.

3.3 Search Engines

Searchenginescan discover an awful lot of information that you, your friends and
family, your employer, your schoolor almamater and othersin your life may have
placedonline.

3.4 Lawmakersand Law Enforcement

In democraciesr othercountriesvherethe policeareunderthejurisdictionof civilian
authoritiespolicethreatsareusuallyovert,in theform of attemptgo obtainencryption
keys to force datarecovery, including identity information. This is usuallyinvolves
warrantsor court orders,but may alsoinclude psychologicakacticsor even physical
intimidation.

In somecountries police may alsooperatecovertly throughactionssuchasemis-
sionsmonitoringand“dumpsterdiving.” Onecannotassumehatall police actionsare
authorizedor evenlegal, or thatif authorizedandlegal, the regimethathasauthorized
themis ethicaland protective of humanrights. Policein variouscountrieshave been



knownto useillegal meanof gatheringnformation,whichthey abandorwhenit leads
themto alegal way of gatheringnformation.

Policedepartment®sftenwork asagentsof the courts,who attackby way of war-
rantsor subpoenasThe subjectof a warrantor subpoenanay be orderedto be silent
aboutit.

Attacks by legislaturesinclude declarationghat keys mustbe escraved, passing
"Know Thy Customer’laws andidentity cardlaws, andothermeasuresisuallytaken
with the public’sinterestin mind, but from anauthoritariarpoint-of-view.

3.5 Hackers

Haclerswill generallyusesearctenginestrojanhorsesoftware,andnetwork monitor
ing (muchlike a sysadmin}o gatherinformationaboutsomeone Dependingon their
level of interestthey have alsobrokeninto creditreportingagenciespolicecomputers,
andotherplaceswith crappy securityto gatherinformation.

3.6 National Intelligence

NationallntelligenceAgenciesmay operatewide net’vacuumcleaner’operationsie-
signedto gatherhugeamountsof electronicinformationbasedon keywords,andwho

talks to whom. The Echelonsystemis reputedto do this. They may alsoengagen

more targetedmethodswherethey gatherinformationfrom colleaguesand acquain-
tancesof people,or in technicalattacks,wherethey usetechniquesuchasVan Eck
monitoringor hiddenmicrophonedo gatherinformation.

3.7 Litigious Groups

Therearea variety of organizationavho, feelingtheirinterestghreatenedspendchuge
amountsof money threateningandfiling lawsuits. This capability canallow themto
determineemail addresse reply blocks. Theselawsuits may needto befiled in a
numberof countries.

3.8 Organized Crime

Criminal organizationsamay attemptto either subvert the network, or the privagy of
a nym. This type of attacler is morelikely to use physicalviolencefor employee
subversion,theft, or breakingandentering. On the otherhand,maintainno illusions
thatorganizedcriminalsareall pug-facedthugs. In mary casesprganizedgangsare
betterfundedandequippedhanpoliceforces.

4 Attacks Against the Freedom System
4.1 A Few EyeOpeners

We've said a lot of things, over the last year and a half or so. Sometimeswe've
saidfeatureswould be in Freedomthat arent thereyet, or arent going to be there.



We want to let you know aboutsomethings that we don't think are problems,but
might be surprisingto thosewho expectFreedomnis ananorymity systemyatherthan
apseudogmity system.

1.

HTTP refererandbrowserfields areleft in place. We do thisto allow Freedom
to work with thoseweb siteswhich breakwhenwe turn themoff. Thisis much
lesssurprisingwhenyou think of Freedomas a pseudogmity product,rather
thanan anorymity product. This createsa problemwhenyou changenyms, if
therefererpointsto a ungiueURL, thenthe site you're looking at cancorrelate
thatyourtwo nymsareownedby the sameuser (Also see4.2.11)

. We breakthe POPAUTH command.The POP3protocolincludesbotha PASS

(passvord) commandandanAUTH (authenticatefommand The AUTH com-
mandis a strongerauthenticatiormethod,which almostno one uses,andwe
breakit. We found this late in the betatestingstage,and are not fixing it be-
causeof the complexity of the optionsnegotiationsit canleadinto, andbecause
it seemssofew peopleareusingit.

. A multi-part/mimesignaturefrom your mailer or browser can compromisea

nym by signinga messagevith your ‘real’ identity andthatof a nym. Thetext
scanningbox likely won’t catchthis becauseof the natureof X.509/PKCS#7
signatureencoding.

. It is very difficult to find informationthathasbeenarbitrarily encodedn outgo-

ing data(e.g. informationin compressediles, variousfile formats,etc.). Thus,
thetext scannepnly scansormaltext in outboundflows. Thisis acompromise
betweerthereality of amulti-formatervironmentandour promiseto delivertext
scanning Evenif we tried to scanall possibleformatswe would inevitably fail.
Soratherthantrying very hardandgiving you falseconfidencewe're realistic,
andlet you know whatarethelimits to this feature.

. An attacler canseewhenyou areusingFreedom.The Freedonprotocolsallow

you to assumea new identity whenyou browse,but someonewvho is watching
the network links can seethat you are logging into the FreedomNetwork by
watchingthe paclets. They cant tell whatyou're doing, but canseethatyou
arelogged-in,andby countingpacletsandseeinghow long you're online, may
be able to make certainassumptions.(Countingand timing pacletsis possi-
ble today sincetraffic shapingandlink paddingdo not offer strongsecurityas
implementedSee4.3.3for moreinformation.)

. Mail andUsenetnews areloggedat the FreedomMail Gatevays (andUsenet

gatevay). This is a pseudononymous system.We track the mail for detugging
andspamcontrol purposes.This doesnot leadto arny way of correlatinga nym
to you.

. If you buy Freedomwith a credit card,we storevariousdataaboutyou. It can

not be correlatedo your nyms. Our privacy statemenbn this hasbeenaudited
by TrustE,andis at http://www.zeroknavledge.com/Hernatépolicy.asp#tore



1. BackOrifice, WhoWhatWhereNetBus,SystemdvlanagemenSener, PCAnywhere,

. If you forward mail sentto willshakespeare@freedom.nethile loggedin as

francisbacon@freedom.ngu createanassociatiorthatis hardto remove. The
samdssueappearsvith sendingmail asromeo@freedom.nementioningthings
thatonly aMontaguecouldknow, or in otherwaysmakingit clearthatyou have
knowledgethatonly a differentpersonaias.(“Oh whattangledwebswe weave,
whenfirst we practiceto deceve” (If only we hadtech-writerslike that, you'd
have morefun readingthis document.))

. POP connectionsare neitheranorymized or pseudogmized. This is because

mary userswill be connectingo their ‘normal’ POPsener, which may not let
themin if they are coming from a randomhoston the net. Worse,the POP
sener maylog a usernameand passverd which correlateso botha nym anda
real-world identity.

Active Attacks

andotherremotemanagementols totally compromiseyour privagy if the ad-
ministratorso chooses.Freedomdoesnot containdefensesagainstthese,be-
causethey areinherentto Windows, andwe cannot protectyou againstthem.
Anyonewho cansendyou an attachmentvhich you execute or who canspoof
oneof yourfriendssothatyoutrustanapplicationsentin email,canexecutethis
attack.We suggeskeepingyour anti-virussoftwareup to date,andnot running
programssentto you by email.

. ActiveX, Javascript,VBScript, Java, and otherexecutablecontentcanallow an

attaclerto find informationaboutyou. Therehave beenproblemsdemonstrated
with all of thesesystems.We expectthattherewill be moreproblems.We do
not believe thatit is possibleto effectively filter them,andsuggesthatyou turn
themoff. Anyonewho ownsawebsite canexploit this problem.

. Netscapes “What's Related"featuresendsNetscapea completehistory of your

browsing, acrossall nyms andin non-private mode. We recommendyou turn
it off. Only Netscapepr peoplemonitoring network traffic to Netscapecan
exploit this problem.

. If your mail tool is HTML enabled,and someonesendsyour nym a message

containinganimg=link, andyou readthatmessagevithoutanym selectedand
allow the connectionout, the attacler cancorrelatenym to IP address Anyone
with a web site can exploit this problemby sendingyou email. We suggest
putting your nym email into separatdolders, and only readingthosefolders
while you areoff-line, or usingFreedom.

. Nym key lookup responsesirenot signed. The datain the public key database

which is returnedis signed,but the responsas not. This leadsto a situation
where ‘Nym not found’ and ‘Incorrectly formatedrequest’messagegan be
forged. This attackis mitigated by the fact that the requestis encryptedand
authenticatedsit goesin andout. Exploiting this problemrequiresthe ability



10.

11.

12.

13.

to forgearbitrarypacletson thelnternet,to performtraffic analysisto figure out
which paclet you wantto replay andto do sowithin a onehour periodso that
thelink keysareall correct.

. Link authenticatioris donepoorly. We are not releasingdetailsof how to im-

plementthis attack,but simply statethatit is possible. This allows an attacler
to insertpaclets,but to getthosepacletsup to the user they needto be ableto
understandhow theauthenticationvorksatboththetelescopandlink layers.In
generalthe datainsertedmustbe arbitrary, to insertchoserspecificdatawould
requiretheability to cryptanalyzeeither128bit Blowfish or DH in realtime.

. Thereis no link layer serialization,which allows pacletsto be replayed. To

exploit this problemrequiresthatyou be ableto insertpacletsinto the client’s
link to thefirst hop,andreadpacketsfrom arbitraryplaceson the Internetnear
otherFreedonSeners. Notethatif you canmalke aguessasto wheretheclient
might be surfing(Netscapes homepage?)/ou only have to watchthatonespot
(andtheclient).

. The DH exchangdacksa nonce hasa raceconditionwherethe sidesmay mis-

understandvhich key bytesare for whom, andthereis extra datain the DH
exchangethatis sentin the clear(port numberstime to live). This shouldre-
sultin nothingmorethana DOS attackexecutableby someonavho canforge
paclets.

. If youhave configuredyour DNS settingso searchdomainsthedomainswhich

yousearchwill beexposedo thewormhole andits upstreanDNS seners.Only
someoneaunninga Freedomnetwork nodeor a DNS sener thatis searchedy
that Freedomnodecan exploit this to discover that someonesearchinga given
domainis using a certainexit node. The DNS queriesthemseles (sourcelP
addressetc)areanorymized.

This item incorrectly claimedthat the Messageof the Day featuredoesnot in-
clude a signature. The messagef the day is signed. (We leave this in asa
placeholdesothattherestof thelist is notrenumbered.)

If youareactively browsingthewebwhenyou changdrom onenym to another
thena web site (or someonamonitoringthe Internet)canseethe HTTP referer
field asa link from one nym to the next. Using popularweb pages,suchas
http://www.freedom.neasyour homepagecanminimizethis.

Time synchronizations donethrough Zero-Knavledge. The stratum1 time
sener for the FreedomNetwork is run by Zero-Knowledge ratherthanencour
agingstratuml and2 senersall aroundthe network. Thisis a designflaw we
haven't correctedyet, becausef the usefulnesof synchronizedime, andthe
effort to ensureour partnersareusinggoodtime sources.

An attacler who cancaptureor emulatethe “No suchkey” or “Malformed Re-
qguest’responsefrom the NIQS or Nym sener cansplicetheminto TCP con-
nections. Theseconnectionsare generallymadeover encryptedauthenticated



connectionsia an AIP processon the appropriatesener. However, a connec-
tionsaremadein the clearif, whenstartingthe client, the NIQS tells the client
thatthereis anew AlP.

4.3 Passive Attacks

Not all the following attacksarefully passve, but involve large amountsof baclend
processinghatwe expectonly police andintelligenceagenciesouldengagen.

1. Thesignaturekeys for the systemare not rotatedas planned. The codehasnt
beenfully QA'd andregressiortested andsothe signaturekeys for the system
arestatic. The link keys are generatecanav from a Diffie-Hellmanexchange
hourly (actually a mutually authenticatedH — seethe FreedomNetwork 1.0
Architecturewhite paperfor details). The telescopekeys are generatechnav
eachtimeyou createaroute.But thesignaturekeys arenotrotated andthatmay
openusto attack.In addition,thedesigncallsfor thelink keysto bedirectionally
different,andthatis not currentlydone. (The samekey encryptsdatasentfrom
A to B, andB to A.) Simply breakinginto the sener to stealthe signaturekey
will allow you to impersonatehe FreedomSener by engagingin IP spoofing
andsendingfake signedrequestsDoing thisis roughly equivalentto continuing
to exploit thecompromised-reedonsener, but is muchmorenoticeable.

2. Key expirationsarenot checled. This is relatedto the point above. Thereis a
planto expire androtatekeys, but its notgoingto bedoneuntil thecodehasheen
QA d morethoroughly andassuch,expiredkeys canbeusedin someplaces.

3. Link paddingcovertraffic andtraffic shapingarenotor?. Theuseof covertraf-
fic andtraffic shapingover the network to complicatethe taskof traffic analysis
hasbeenplannedanddiscussedlt is currentlydisabledfor avariety of reasons,
includingengineeringlifficulty andload ontheseners. This makesa variety of
traffic analysisattacksmucheasier Someonavho cantap mostof the Freedom
network andrun statisticalanalysisacrosst, canexploit theseissuesWe expect
thatonly nationalintelligenceagenciecando this?

4. Thereis a family of attackswherethe attacler takes datafrom the first hop,
the last hop andthenengagesn variousattacksagainstthe middle oneto find
out moreinformation. Datacanbe gatheredaboutthe thefirst hop by watching
who connectdo it. Datacanbe gatheredrom the lasthopsby watchingmary
wormbholes;this is moreinvasive the longerit goeson. Any hop canalsobe
compromisedoy breakinginto the systemvia an OS flaw, mis-configuration,

2Thereis abasictraffic shapingalgorithmin placewherethe numberof pacletssentinter-AlP in atime
periodis limited. We malke no claimsasto the effectivenessof this techniquejn isolation, againsttraffic
analysis.

3Wei Dai publishedan attackon the Freedomsystem asdescribedn the April 1999white paper “The
FreedomNetwork Architecture. This attackwasbasedon the natureof the traffic shapingsystemimple-
mentedn the prototypesystematthetime. Sincetraffic shapings noton, attackson the previously planned
mechanismsre not relevant. We will certainly take it into accountwhenwe build new traffic shaping
algorithms.



etc. Note that someof theseare mis-characterizedsbeing passve so thatthe
first-lastattackfamily is all in oneplace.

(a) Thefirstvariantsof this attackarewherethefirst nodeis notedby seeinga
routecreatepacket. Theroutemaythenbecompromisedy someonavho
canseethe whole network andfollow the routecreate or the nym may be
compromisedy seeingwhich AIP doesa nym lookup. Thefirst variantof
thisis theroute-createraffic analysisattack,the seconds the nym-lookup
variantof thefirst-lastattack.(The nym-lookupvariantis enabledf Zero-
Knowledgelogs the nym lookups,or if the nym sener is compromised,
or possiblyby watchingwhich AlPs sendpacletsto the key querysener.
AlIPs maintainanorymousroutesto the corenetwork informationseners,
sothe nym-lookupvariantis harderto implement.)

(b) Thewarrantvariantof thefirst-lastattackwould, if Zero-Knovledgemain-
tainedlogs, be to presenta searchwarrantfor the logs at a certaintime.
Zero-Knowvledgedoesnot maintainnym lookuplogs,andhasno capabili-
ty of doingso.

(c) Thesnipingvariantof the first-lastattackis to replacestatisticalanalysis
with denialof serviceattacksonthelinks betweenAlPs, or the AIPsthem-
selwes. This requiresan opponentwvho cancut Internetlinks ‘at will,” and
is willing to do so. We don't believe thereare adwersariesvho can shut
down network links at will, andarewilling to reveal that capability but
somenationalintelligenceagenciesnightbewilling andableto do so.

(d) The stop-the-Internetariantinvolvesshuttingthingsdown on a larger s-
caleto seeif the connectionof interestsurvives. Again, we don'’t believe
thereareadwersariesvho canshutdown thelnternetatwill, andarewilling
to reveal that capability but somenationalintelligenceagenciesnight be
willing andableto do so.

(e) Thetraffic-manglingvariantis whena maliciousentry AIP damagegack-
etsfrom atargetedIP addressA collaboratingexit nodecannotethatit is
receving corruptpackets,andsharethatinformationout of bandwith an
entrynode(or groupof maliciousentry nodes)for time/sourcdP correla-
tion.

5. The paddingof packetsmay absorbtoo muchrandomnessThe outflow of ran-
domnesdrom the pool is not well controlled,andwe may emptythe pool too
quickly to padpaclkets. An opponentwith substantiakryptanalyticcapability
who canexploit thelow rateat which randombytesareaddedto the pool could
take advantageof this.

6. Thesecuritylever canbeslid upwards.Therearegoodargumentghatthe oppo-
nentswho canattacka 3 hopnym basedn traffic analysiscando somoreeasily
if you've everusedthe nym overfewer hops,andthus,moving thelevertowards
“Optimize for security”is misleading sinceyou cant increasehe securityof a
compromisedym.



4.4 Network Failure Attacks

1. If youconnecto awebsitethatautomaticallyrefreshedself (e.g.,http://www.cnn.com/),
andyour routethroughthe Freedomnetwork becomesunavailable,andthe web
sitein questionusesgeneratedr otherwiseuniqgueURLS, therecouldbea cor-
relationcreatedo your real IP addresdyy the web site. Freedomshouldblock
all network connectionauntil you dismissthe error messagé-reedomdisplays.
The bestcourseof actionshouldthis occuris to closethe browser, dismissthe
dialog, createa new route,thenre-launchthe browser

45 Archived Data Attacks

1. Reply blockscanbe openedby a seriesof court orders. The courtwould first
needto sene a warranton Zero-Knowledge,to which we will reply with en-
crypteddata,andinstructionsfor issuinga moreusefulwarrant.If they orderus
to decryptit, we will comply, andprovide themwith moreencrypteddata,with
someplaintext thatpointsthemto thenext senerin thechain,whothey maywish
to sendawarrantto. This proceswill repeatuntil they getaPOPemailaddress
to sene a warranton. Someoneeedsto be ableto geteithera searchwarrant
or a subpoendor this. Zero-Knonvledgemaintainsan actve AbuseCommittee
aswell aslegal advisorson call. If legal proceedings@reinstitutedin orderto
attackthe privacy of a user the AbuseCommitteeaswell aslegal advisorwill
defendthe compary andits userfrom suchattacks. However, suchdefenses
arenotalwayssuccessfulanda courtmayoverruleour objectionsandforce us
to turn overinformation. Zero-Knowledgehasno control over FreedomSener
operatorsywho mayor maynot publishtheir policieswith regardto thesessues.

2. FreedonSerialnumbersaretied to creditcards.We don't tie the serialnumbers
to tokens.We have beenauditedby (still confidential)for compliancewith this,
andthey (will) attestto our compliance.We have spenta lot of time to ensure
thesesystemsseparatdrom all our othercorporatesystemsasdocumentedn
“UntraceableNym Creationon the FreedomNetwork.”

5 Notesfor Analysts

1. RandomnesgOn Linux, we use/dev/urandom.On Windows we usethe Yarrow
library. In addition, we take randomdatafrom packet timings and content. If
this was our main sourceof data,therewould be attacksonit. But it is simply
somethingwe stir into our pools.

2. MAIP to MAIP connectionsarenot donethroughthe anorymouscloud. It has
beenassertedhateachhopof a Freedonmail connectioris throughafull 3 hop
anorymoustunnel. This is not the case. Eachmail hop is anorymizedby the
MAIP, segmentednto appropriatgacket sizes,andsentto the next MAIP.

3. Thereis no passphrasstrengthbar We use passphrasstretching,suggested
minimum lengths,and salting, but we do not implementa strengthbar  Salt-
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ing is includedto protectpeopleagainstdictionary attackswhich ‘harvest’ the
freedom.dafiles from mary users.

4. Betaserial numberswere sentunencryptedihe sendingof serial numbersto
somepeoplemay enablea forward looking attackagainstnyms createdwith
thoseserialnumbers,if the usergetsthe samenym in the real network. Pro-
ductionserialnumbersaresentencryptedn aprocesslescribedn “Untraceable
Nym Creationin the FreedomNetwork.”

5. Linux lacksauditingcapabilities.We cant auditfile accesseqrocessreation,
soclet creation,andotheractiities which would allow usto bettermonitor se-
curity of AIPsandothernodes.

6. Thereis nosecuranemoryonclientor sener. Thisrelatescloselyto theauditing
point above, andthe sysadminsoftware point way above. Securesolutionsto
this requiresomesetuidmemoryaccessode,which hasmore problemsthan
notsecuringmemoryin our view.

7. Entryandexit AIPsandMAIPs canseewherein thechainthey are.Entrynodes
canseetheir location by the half-authenticatedink encryption,andexit nodes
canseea nym signatureblock.

8. Signatureverificationis FreedomdependentWe have not publisheddatastruc-
turesto allow peopleto verify signaturesndependently In addition,thereare
placeswheresignaturesare removed from messagebeforethey go out of the
network, whichis unfortunateandenabledorgeries.

9. A breakthrouglhin the analysisof eitherthe discretelog problem,our pseudo-
randomnumbergeneratorspr the bulk cipherswe use,would have dramatic
impactson the securityof mary fielded cryptographicsystemsjncluding Free-
dom. Similarly, constructiorof alargequantuncomputemwould putalargedent
in moderncryptographigractice.

10. Windowsisn't asecureDS.Thevulnerabilityof Windowsis afundamentaprob-
lem, andthereare a whole variety of attacks,of which thoselike Back Orifice
andActiveX only scratchthe surface.

11. IP optionsare not currently removed from paclets. As thereare currentlyno
clientsthatarenotrunningon Windows, we don't needto remove the Windows-
identifying IP parameters.

12. Theimplementedkey hierarchyrequirescertainimportantkeys bestoredonline.
In conjunctionwith the lack of key rotation4.3.1,this hasthe potentialto be a
substantiaproblem.

6 Competitive Analysis

1. Mixmasteremailoffersoutboundemail privacy thatis superiorto thatofferedby
Freedombecausehereis no reply feature. The one-way natureof the system
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meansthereis no point of attack. Thereare severalwaysMixmasteruserscan
recevereplies,ncludingsettingup reply-blocks which offer securityequivalent
to Freedom put areharderto use;andannouncinghatthe nym readsa certain
mailing list or newsgroup which offersbettersecurity but doesnt scalewell to
mary nyms.

2. We arenot aware of a web browsing systemthat offers a level of privacy and
securityequivalentevento Freedomwith onehop,sinceFreedonoffersachoice
of operatorswhile the competingsystemsnly offer a singleoperatowho may
be logging. We considerthe tools that offer to protectyou from Java, ActiveX,
etc, to be unreliable,andbelieve that you shouldturn thesethingsoff for your
protection.

3. We arenot aware of a chatsystemthat offers a level of privacy equalto using
Freedomwith onehop.

4. We arenotawareof atelnetor sshprivagy solutionthatoffersprivacy compara-
ble to Freedomwith onehop.

5. We are not aware of a news postingsolutionthat offers the ability to carry on
a corversationwith easeand privacy comparablgo Freedom. Othersolutions
offer theability to postanorymously but not pseudogmously With a persistent
pseudogm you maintainan identity, and can sendand receive email as that
pseudogmousidentity.

6. Therearesystemavhich requirenoinstalledcodeto run.

7 Plansfor mprovement

This is a “plannedactions”section.We arenot commitingto dates,versions,or even
implementingthesefixes,however, thesearehigh level views of our currentintent.

We planto addkey rotationanda new key hierarchyin the very nearterm. We
may move from key lookupsto a certificaterevocationlist or distributeddatabasat or
aroundthe sametime, to addresshelookupattacks.

We intendto fix the protocolissuesafterthe new key hierarchy managementnd
rotationcodeis in place.Possiblyin parallelwith this, weintendto offer bettermail re-
sponsdoolsthanreply-blocks(thesearehardbecausghe mail senerbecomes ‘last’
in thefirst/lastattacks.)We may supportbothreply blocksandanothertechnologyfor
awhile.

It is likely thatonly afterwe've replacedreply-blocksandupgradedhe protocols
will we beaddingtraffic shapingandcovertraffic. Thisis becaus¢hesetoolsareonly
usefulagainstarge,powerful opponentsanduntil we fix theotherissuesthereis little
pointin fixing this.

A ChangeHistory

November 30, 1999 Madethefollowing changes:

12



4.1.9 addedPOPnot private

4.2.9 DNS queriesareanorymized,not pseudogmized.
4.2.10 motdis signed

4.2.13 added-internal

4.3.3 rudimentarytraffic shapingsurvivedto ship.
4.3.4.e traffic mangling

5.1 /dev/Urandom

5.7 Fixedsomechainissuesthesearefixedin thecode,andhave beenremoved
from the paper

6.1 updatedmixmasteryeply blocksareNOT apartof thesw
A FixedY2K bugin ChangeHistory section

November 23,99 Releasednitial Version.
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